gooooooood
IPSJ SIG Technical Report

FLODOOOO 8O MISTY20 O
guoooobooogd

oooooft ooooft oooof?
opoooftt opoooft

MISTY2 0O 199 00 0000000000000 0OO0OOOOOOOOODOD
O00ooO0O00e40000000C 1280000000000000 FLOOOO
0O MISTY20 8000 Fleo 0OODODDODO 70000 320000000000
go00o0o0o0oo0oo0o0o0O00000000000000000D0D0 Ferguson DO OO
000000000000 000000000 med20000000000000O
goboboooooooooboooboo3200000000000000000O0O0O
0000000000000000 27 0000000000000

The improved 32nd-order differential attack
on MISTY2 without FL functions
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MISTY?2 is a 64-bit block cipher with 128-bit secret key proposed by Mat-
sui of Mitsubishi Electric Corp. in 1996. We previously found the 32nd-order
differential characteristic of MISTY2 without FL functions, which makes the
differential of upper 7 bits of 9-bit input to the 8th-round Flgs function be
zero. Using this characteristic, we also showed that 8-round MISTY?2 without
FL functions can be attacked with 23° of chosen plaintexts and 2814 of compu-
tational complexities of FO function. In this paper we reduce the complexities
of this attack by using a mod 2 occurrence distribution, which is derived by a
partial sum technique proposed by Ferguson et al. We apply this distribution
to intermediate data under cryptanalysis, and show that the complexities can
be reduced to 2645
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