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Abstract: In recent years, the Internet of Things (IoT), which connects “things” and the “Internet”, has
been utilized in various fields in our daily lives. However, the use of IoT also introduces the risk of ex-
ternal attacks via the Internet. Given this situation, the importance of IoT security is increasing. In this
study, we propose a system to detect the presence of malware-infected devices. This research explores the
parameter tuning of One-Class SVM and examines a detection method that combines multiple One-Class
SVM models with different parameters to improve detection accuracy. In the evaluation experiments,
we investigated and selected the performance of various One-Class SVM models and validated detection
accuracy using 9 different detection models with varying parameters. However, the detection accuracy
did not improve.
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IER 7 7 ADFEBAC I NIz & 2IXIER 2 HIFIL,
EH 27 7 2AOHEEAMC I e TIXEFE T 5.
AFFDORES 27 L TlX, ¥, BELLZEHOTHE
FLENENTTANEITS. ZLT, 7y NIRRT 3
zhzhoTilE T L OHFFRERTZEIREZITV, ZOH
RRERNZHREER LTS, MBI, A7 =2—
2D DOTNEIRT .

AFFETIE N T X=X DR ZEED OCSVM Z A4
EBbETEHIEITS>H, TPR ¥ FPR OF#fIA & L7z
OCSVM ¥ TPR 23&\W OCSVM, FPR A&V OCSVM
ZiAEDE S Z T, B{AD OCSVM & AT, MK
ERMETZ2D0TEEVLEEZITVS.

4. FHMERER

4.1 SKERBEM

BRI RAT LAORHAMEN EEDXL, £F, AT X—X
WZIE 72 OCSVM OHREFRE 21TV, 728 T X — 2 Off
AEHLEERRT S, DWTHYIZ T X—&ZD OCSVM
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4.2 T—RtEYk
SEIOEBETIX, IoT HEBDOBERFEN I 74 v 7 DF—
&4 b & LT Stratosphere Lab IZRF XT3 [oT-
23 5] 2L, 2o7—%ty tD55, R 3H
(Fo), B (R o> FIVAEHNSE. B FY
FWEETNVOFEHE T A MHICTET 2 0EN D 372
B, SEZRMESFV 4D 8 ERFEHT—2 2 LTHHE
L7z. ZLTC, BEBEOREDEIIX, EhD2EOR
B F A 2ERESF VA ETRA VT =X LTETL
WTPHXES. £, F—&ty FOSENCBWTEAN
ZHERR T 2720, 3 DDEMZELELE S — FMEZ W T
TRty bEFEIL, EBRETOIILL TS, DD,
[ UFiEE 3 BN L CGH L, Zh2hoFERcB VT
Bnbr—Xty rOnBIETS.

4.3 FHEHE

REBRTIZIEF % Negative, BE % Positive & L, LUF
DIEEEZHVWTFHMAERZ1TS. ACCIEZET—2HN» 5
ELL AT E -84, TPR ZEFF—X2hKr51EL
CEECBATEEE, FPRIZER T —Z 2K 5385
TEBE AL EEERT.

* 1. Rt F U A5

T4ty & FrZ7F o8 | Ty M| 10TFMRE
CTU-Honeypot-Capture-7-1 1.4 hrs 8,276 Somfy Door Lock
CTU-Honeypot-Capture-4-1 24 hrs 21,000 Philips HUE
CTU-Honeypot-Capture-5-1 5.4 hrs 398,000 Amazon Echo

* 2: BN F VU AR

5o - C&CH—/st D -
T—gtv & Fx 7F v HIR BEATY R TNIETE
CTU-Malware-Capture-34-1 24 hrs 36,797 Mirai
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TP+TN
Accuracy(ACC) = TP+ FP+ TN+ FN (4)
True Positive Rate(TPR) = TP (5)
TP+ FN
False Positive Rate(FPR) = P (6)
FP+TN

4.4 NFA—=ZIZBH LT OCSVM DI4RESRE
4.4.1 INT A= D&

OCSVM DH[BIEREDS, 2 DDF X —&K nu & gamma
DEDFIE LT, ¥DOXSIXENT 20h, EEKEAIC
EZTHEL.

75, FIOHETHOSNTWHEEZSEIL, WD
POEMELEIRL, ZOBETOEBEEITS. IHITEFD
MRS, HREO R o MEO % & Dl 2EIT 3
X BEFMOMEEEATRBROEREZITS . BRI,
3 nu & gamma FOFIZOWT, 0.001, 0.01, 0.05,
0.1, 0.25, 0.5 D 6 D2DWFI & L7z 36 fHTEBREZITV,
ZOFER Y LT, OCSVM DHAEEICH LT nu OFEEHK
EVWZ Y, 272U nu DED 0.001 2/NXWVE 3 MEEED
BWZens, nu DERIEE LT 0.025, 0.075, 0.15, 0.2,
0.3, 04 ZEBML=. ZD62DL gamma D 6 DDHAS
DED 6D IZONT, FUEREZITo 7.

4.4.2 KEER

HREFAE DR, nu ODMEIREEE IS X 2 8D H
ETH5Z e DHEREIN, gamma IZBE LT, nu DfE%
EE L &, 0.001 DFEDABENEEIMKL, hofl
TIRIREFAFEOBINEE R ST,

e nu=0.05,0.075, 0.1
2 DD R B EED MR T e,
— TPR 28 95~98%T, FPR %% 15~20%
— TPR 28 75~78%T, FPR %5 7~12%
ACC 1 84~89%Td b, D7 X —XFEL IR L
THRdE L, TPR & FPR MR D 23720
e nu=0.15,02,0.25, 0.3
2 DO R ZEAD MR T e
— TPR 25 98%LL ET, FPR 2 22~35%
— TPR 2 77~79%T, FPR %’ 14~27%
nu = 0.05, 0.075, 0.1 DG L Pl H D, g
33 ¥ TPRIZEWD, ACCIE 74~83% 2% <, FPR
b EL.

BT 5L, nu=0.05 0075010k %, D5 X—
Z DML IR L T ACC b &<, TPR & FPR OFifl
NeNTFHETAIERSINDG. nuDPKELKRZE (hu
= 0.15, 0.2, 0.25, 0.3), TPRIZE < #2575, FPR & &<
72h, ACCIRETRT 3.
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* 3 ARG QLR (1 [11H)

TPR FPR | ACC
98.35% | 18.25% | 86.74%
98.53% | 20.81% | 85.00%

BE—nOCSVM
TN

% 4 WA O (2 [ H)
TPR FPR ACC
96.72% | 17.31% | 86.91%
98.53% | 20.82% | 85.00%

B—mOCSVM
TN

7 5 MAEE O Lb#g (3 81 H)
TPR FPR ACC
98.74% | 17.82% | 87.16%
98.67% | 18.17% | 86.89%

BE—@mOCSVM
FrHrzn

4.5 REFEDMRETMER
4.5.1 RERZM

ARFFETIE, (A) R L & BEBRAIOFMAN L 1172 OCSVM
¥, (B) RE LD I OCSVM, (C) BEMEID D In
OCSVM ZfHAEDHLEZ T, BE—0D OCSVM 226D
MEEE R L2 X 5.

L7235 THEAXT X —RIZJE U7 OCSVM D HERER
BATHONLERDOS B, IRCRTHERESEZ nu &
gamma @ OCSVM % KREERCTHEHAT 5.

(A) TPR 2% 95%LL 2D FPR 25 20%LL FOHT ACC
D kA7 3 1E

(B) FPR A3 10%A FoHT ACC @ _EA7 3 fE
(C) TPR 2% 9% LD HT ACC ® kA7 3 fE

AREFTIE, FRROKMAEMTZT 92D OCSVM ZlAS
b, MAHNEEEMEES 5.
4.5.2 REER

Hi—@ OCSVM ORANEEE & LT (A)TPR 25 95%51 |
72 FPR 25 20%L FOHT ACC @ 7 3 fED OCSVM
DBRFNEEDF R L, RETFEOMHANEE & T 5.
1 EHOHRZRE, 2[HMHOHREFRD, 3MHHEHOHRL
FBRITRT.

%6, ®0, KB XD, 3EToLEFODSE 2 [HDHE
B Cl1Z TPR DA L LA, o iHliistEiim
Lotz Lo T, IBEFIRIC K o THRAKE XM
ELlBpolzt Wi s, £z, 7UH Y IAEOEAR
BAKT, WTNOFMEERICEWTD 21F 4% % FED,
MEANEEZZL Lo Tz VR 5.

4.6 EZ
RTRA=ZIIE T T OCSVM DHERERRICH VT, nu
%3 0.05~0.3 QHFTRZ S 2 DO ZFH>THET L
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MERE N, ZOBRRE, FHEMCBWTEE 7 v
PRy FOIRIE LTV AEEMNEEL, £ DMK
DIEW 7 5 RCEENIDEPITE > TEL TV B 2 H#EH
Xhb.
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