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Study on SYN Flood Defense Method Using Hybrid Approach

Abstract: The SYN Flood attack, a type of Dos attack, is an attack that sends a large number of TCP
SYN packets to consume server resources and disrupt legitimate connections. Among defense methods,
network-based methods that operate on relay devices between servers and clients are effective in terms of
server load reduction and bandwidth protection, but they have issues in terms of filter accuracy, load, and
latency. In this study, we have found that a combination of TCP Intercept and SYN Drop, which are existing
network-based methods, can provide more effective protection. In this presentation, we compare and verify

the existing and proposed methods, and show the amount of load and defensible attacks.
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